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Outline  

Å The problem of detecting cyber attacks in Industrial Control Networks 

ï mainstream ICT solutions vs. Industrial Control Networks 

Å Overview of the CockpitCI Project 

Å The CockpitCI Detection Layer 

Å The SCADA honeypot as one of the probes of  
the field network Intrusion Detection System 

Å Target hardware platform & support for virtualization 

Å Components of the Honeypot 

Å Lessons learned 
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Initially, Industrial Control Systems were isolated by nature and limited to  
the process ƴŜǘǿƻǊƪΣ ǊŜǎǳƭǘƛƴƎ ƛƴ άǎŜŎǳǊƛǘȅέ ōȅ ƻōǎŎǳǊƛǘȅ and isolation. 

Å Proprietary protocols with undisclosed documentation  
(creating a false sense of security) 

Å Only manufacturers and attackers knew of failures and vulnerabilities  
(with both parts having no interest in their disclosure) 

 

Meanwhile, ICS evolved to open architectures and standard technologies,  
highly interconnected with other corporate networks and even the Internet.  

Å This move, together with the use of mainstream ICT technologies and the increasing 
adoption of open, documented protocols, exposed serious  
weaknesses in SCADA architectures. 

Industrial Control Systems (ICS) and SCADA  
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As a result of such transformations, SCADA architectures are becoming 
increasingly similar to general ICT systems: 

 

Å Widely available, low-cost Internet Protocol (IP) devices are replacing 
proprietary solutions, which increases the possibility of cyber security 
vulnerabilities and incidents.  
 

Å Industrial control systems are adopting generic ICT solutions to promote 
corporate connectivity and remote access capabilities, and are being designed 
and implemented using industry standard computers, operating systems and 
network protocols. 

 

While this integration brought new capabilities (meanwhile developed by ICT) it 
also provided significantly less isolation from the outside world for the industrial 
control systems. 

ICS vs. mainstream ICT  
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Protection measures of standard ICT security frameworks (firewalls, IDS, other) may 
be adapted for the process control and {/!5! ŜƴǾƛǊƻƴƳŜƴǘǎΣ .¦¢Χ 

Å this introduces some security risks on its own, since some assumptions regarding 
ICT networks will not hold in ICS (availability comes first!) 

ICS vs. mainstream ICT : one size fits all?  
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 Probably NOT: ICS and ICT systems do have different priorities 

 

 

 

 

 

 

 

This calls for a domain-specific approach to cyber threat detection in ICS  
systems, designed from the ground up to address its specific characteristics.  

This kind of SCADA-oriented cyber threat awareness constitutes one of the  
core contributions of the CockpitCI project. 
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ICT

1- Confidentiality

2- Integrity

3- Availability

ICS

1- Availability

2- Integrity

3- Confidentiality

(adapted from ANSI/ISA-99.00.01-
2007 - Security for Industrial 
Automation and Control Systems - 
Part 1: Terminology, Concepts, and 
Models (2007)) 

ICS vs. mainstream ICT : one size fits all?  
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Project CockpitCI  (Jan/2012 - Dec/2014)  

Aims to develop a multidisciplinary approach to cyber security of Industrial Control 
Systems, increasing global awareness and enhancing the local intelligence and 
resilience of the critical infrastructure under attack (even in the case of successful 
intrusion in parts of the system). 

Consortium 

Å Energy operators: 
Israel Electric Corporation, Lyse Norway, Transelectrica Romania 

Å Industry: Selex ς Gruppo Finmeccanica (it); iTrust (lu)  

Å Universities: Coimbra (pt); La Sapienza (it); Roma 3 (it); Surrey (uk) 

Å Research institutes: ENEA (it); Henri-Tudor (lu); Multitel (be) 

Use cases ς Electricity distribution networks (but applicable to other SCADA systems) 

Website ς http:// www.cockpitCI.eu 
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CockpitCI  Operation  
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